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As part of NCA duties to help securing the cyberspace and i ul slaadll Ll 8 sacludl Slunall a3 ikl Ll g0 ¢ gn (4
protecting national interests, NCA provides the weekly summary of the National J8 ¢y sl <l il e gl 3 il 2K Hlie L) 35 ¢ ikl
published vulnerabilities by the National Institute of Standards and Institute of Standards and Technology (NIST) National
Technology (NIST) National Vulnerability Database (NVD) for the Lie |y ¥Y ) jaewn Y€ (e ¢ 53U Vulnerability Database (NVD)
week from 24" of December to 315t of December. Vulnerabilities common Vulnerability Scoring ke aladiuly <l il s Cayial 2 4l

are scored using the Common Vulnerability Scoring System

(CVSS) standard as per the following severity:
. Critical: CVSS base score of 9.0-10.0
. High: CVSS base score of 7.0-8.9

. Medium: CVSS base score 4.0-6.9

. Low: CVSS base score 0.0-3.9
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The vulnerability permits attackers to circumvent
CVE-2023- . L . .
W apache - ofbiz authentication processes, enabling them to remotely | 2023-12-26 9.8 Critical
I execute arbitrary code
Improper Input Validation vulnerability in Apache
DolphinScheduler. An authenticated user can cause
arbitrary, unsandboxed javascript to be executed on
—C\igigga_ apache - dolphinscheduler the;slr;ﬁrrg::eljZ?::Zfs;fssﬁegf:he 2023-12-30 | 8.8 High
Users are recommended to upgrade to version 3.1.9,
which fixes the issue.
Facsimile Support for IBM i7.2,7.3,7.4,and 7.5
could allow a local user to gain elevated privileges
CVE-2023- . . due to an unqualified library call. A malicious actor .
43064 bm - multiple products could cause arbitrary code to run with the privilege 2023-12-25 78 High
of the user invoking the facsimile support. IBM X-
Force ID: 267689.
—CVIE%ié);O— microsoft - python_extension Visual Studio (é)o(:su?g:?/nu:z:éf:s;ﬁtr; Remote Code | 5553 1929 | 7.8 High
In the Message Entry and Repair (MER) facility of IBM
Financial Transaction Manager for SWIFT Services
—CV4EE;§253_ ibm - financial_transaction_manager 3'ZI.:I‘I\'::i:sir;::sgaizdar:ssjnij :zeb;ni?:]:ifatglf of 2023-12-25 7.5 High
However, an attacker might modify these elements
of a business transaction. IBM X-Force ID: 273183.
Arbitrary file properties reading vulnerability in
Apache Software Foundation Apache OFBiz when
user operates an uri call without authorizations.
CVE-2023- . . . .
W apache - ofbiz The same uri can be operated to realize a SSRF attack | 2023-12-26 7.5 High
- also without authorizations.
Users are recommended to upgrade to version
18.12.11, which fixes this issue.
A flaw was found in EAP-7 during deserialization of
certain classes, which permits instantiation of
CVE-2023- redhat - HashMap and HashTab.Ie_with no checks on .
7@ iboss_enterprise_application_platform resources consgmed..'l'.hls issue could a.IIow an 2023-12-27 7.5 High
attacker to submit malicious requests using these
classes, which could eventually exhaust the heap and
result in a Denial of Service.
Incorrect access control in TP-Link Tapo before
CVE-2023- . . .
34829 tp-link - tapo v3.1.315 allows attackers to access user credentials | 2023-12-28 6.5 Medium
- in plaintext.
IBM Aspera Console 3.4.0 is vulnerable to cross-site
CVE-2021- . . scripting. This vulnerability allows users to embed .
38927 fom - multiple products arbitrary JavaScript code in the Web Ul thus altering 2023-12-25 6.1 Medium
the intended functionality potentially leading to
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https://nvd.nist.gov/vuln/detail/CVE-2023-51467
https://nvd.nist.gov/vuln/detail/CVE-2023-51467
https://nvd.nist.gov/vuln/detail/CVE-2023-49299
https://nvd.nist.gov/vuln/detail/CVE-2023-49299
https://nvd.nist.gov/vuln/detail/CVE-2023-43064
https://nvd.nist.gov/vuln/detail/CVE-2023-43064
https://nvd.nist.gov/vuln/detail/CVE-2020-17163
https://nvd.nist.gov/vuln/detail/CVE-2020-17163
https://nvd.nist.gov/vuln/detail/CVE-2023-49880
https://nvd.nist.gov/vuln/detail/CVE-2023-49880
https://nvd.nist.gov/vuln/detail/CVE-2023-50968
https://nvd.nist.gov/vuln/detail/CVE-2023-50968
https://nvd.nist.gov/vuln/detail/CVE-2023-3171
https://nvd.nist.gov/vuln/detail/CVE-2023-3171
https://nvd.nist.gov/vuln/detail/CVE-2023-34829
https://nvd.nist.gov/vuln/detail/CVE-2023-34829
https://nvd.nist.gov/vuln/detail/CVE-2021-38927
https://nvd.nist.gov/vuln/detail/CVE-2021-38927

credentials disclosure within a trusted session. IBM
X-Force ID: 210322.
Improper Neutralization of Input During Web Page
CVE-2023- Generation ('Cross-site Scripting') vulnerability in
S zohocorp - zoho_forms Zoho Forms Form plugin for WordPress —Zoho Forms | 2023-12-29 5.4
50891 . .
allows Stored XSS.This issue affects Form plugin for
WordPress — Zoho Forms: from n/a through 3.0.1.
Exim before 4.97.1 allows SMTP smuggling in certain
PIPELINING/CHUNKING configurations. Remote
attackers can use a published exploitation technique
. . to inject e-mail messages with a spoofed MAIL FROM
exim - exim . .
address, allowing bypass of an SPF protection
mechanism. This occurs because Exim supports
<LF>.<CR><LF> but some other popular e-mail
servers do not.

Medium

CVE-2023-

51766 2023-12-24 4.3 Medium

Where NCA provides the vulnerability information as published by 4dgsws (85 39 NIST’s NVD J (s L jdi i LaS @) afl) Jualil diggl) 2385 Eua g
NIST’s NVD. In addition, it is the entity’s or individual’s Apaliall Gla i) (gaadai (ha 2SN Aaild (ol ) Aga
responsibility to ensure the implementation of appropriate
recommendations.
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