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Please note that this notification/advisory has been tagged as TLP lgloLi ooy G *** ** a5)luwo &)Ll dogleoll 03a d4)jluo Cuaj
- *** where information can be shared or published on any aolell wilgisll JUs go opi gl
public forums.

As part of NCA duties to help securing the cyberspace and protecting cloall &los (6 6acluol) Gilpuull goill dauibgll digll jga g (0
national interests, NCA provides the weekly summary of published alauwall cilpeill drcquuill 6piull a4is)Liw gl agi «ibgll il ]
vulnerabilities by the National Institute of Standards and Technology the National Institute of Standards and Technology"(NIST) ,JJ.o 0
(NIST) National Vulnerability Database (NVD) for the week from 2" g,jg, A )l auigy I 3o cquwill National Vulnerability Database (NVD)
of June to 8" of June. Vulnerabilities are scored using the Common common Vulnerability juso olasiwb cilpeill 03 wéiini o dil lale

Vulnerability Scoring System (CVSS) standard as per the following - S Gle el wilgeill Lasing aiy ¢us Scoring System (CVSS)
severity: ) - “ e

. Critical: CVSS base score of 9.0-10.0 CvssS 9.0-10.0J ‘1.1.4*’%“’-'“ ‘uu-l” |33 Slle y
o High: CVSS base score of 7.0-8.9 CvSs 7.0-8.9J bl douiill ;e .
. Medium: CVSS base score 4.0-6.9 CVSS 4.0-6.9] &yulw.nlll duiill :buugio .
. Low: CVSS base score 0.0-3.9 CVSS 0.0-3.9 J dpwlbwdl agyiill :gpaiio .

CVEID & Source  Vendor - Product Description

The command injection vulnerability in the CGI program

"remote_help-cgi" in Zyxel NAS326 firmware versions before

V5.21(AAZF.17)C0 and NAS542 firmware versions before

V5.21(ABAG.14)CO could allow an unauthenticated attacker to

execute some operating system (OS) commands by sending a
CVE-2024-29972 Zyxel crafted HTTP POST request 2024-06-04 9.8 Critical
The command injection vulnerability in the “setCookie” parameter
in Zyxel NAS326 firmware versions before V5.21(AAZF.17)C0 and
NAS542 firmware versions before V5.21(ABAG.14)CO could allow
an unauthenticated attacker to execute some operating system
CVE-2024-29973 Zyxel (OS) commands by sending a crafted HTTP POST request 2024-06-04 9.8 Critical
The remote code execution vulnerability in the CGI program
“file_upload-cgi” in Zyxel NAS326 firmware versions before
V5.21(AAZF.17)C0 and NAS542 firmware versions before
V5.21(ABAG.14)CO0 could allow an unauthenticated attacker to
execute arbitrary code by uploading a crafted configuration file to
CVE-2024-29974 Zyxel a vulnerable device 2024-06-04 9.8 Critical
Grafana OnCall is an easy-to-use on-call management tool that will
help reduce toil in on-call management through simpler workflows
and interfaces that are tailored specifically for engineers.

Grafana OnCall, from version 1.1.37 before 1.5.2 are vulnerable to
a Server Side Request Forgery (SSRF) vulnerability in the webhook
functionallity.

CVE-2024-5526 Grafana This issue was fixed in version 1.5.2 2024-06-05 9.1 Critical
An improper authorization in Fortinet FortiWwebManager version
7.2.0and 7.0.0 through 7.0.4 and 6.3.0 and 6.2.3 through 6.2.4
and 6.0.2 allows attacker to execute unauthorized code or
CVE-2024-23668 Fortinet commands via HTTP requests or CLI. 2024-06-03 8.8 High
An improper authorization in Fortinet FortiWwebManager version
7.2.0and 7.0.0 through 7.0.4 and 6.3.0 and 6.2.3 through 6.2.4
and 6.0.2 allows attacker to execute unauthorized code or
CVE-2024-23669 Fortinet commands via HTTP requests or CLI. 2024-06-05 8.8 High
NETGEAR ProSAFE Network Management System UpLoadServlet
Directory Traversal Remote Code Execution Vulnerability. This
vulnerability allows remote attackers to execute arbitrary code on
affected installations of NETGEAR ProSAFE Network Management
System. Authentication is required to exploit this vulnerability.

The specific flaw exists within the UpLoadServlet class. The issue
results from the lack of proper validation of a user-supplied path
prior to using it in file operations. An attacker can leverage this

vulnerability to execute code in the context of SYSTEM. Was ZDI-
CVE-2024-5505 NETGEAR CAN-22724. 2024-06-06 8.8 High
IBM Engineering Requirements Management DOORS Next 7.0.2
and 7.0.3 is vulnerable to an XML External Entity Injection (XXE)
CVE-2023-45192 IBM attack when processing XML data. A remote attacker could exploit 2024-06-06 8.2 High
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this vulnerability to expose sensitive information or consume
memory resources. |IBM X-Force ID: 268758.

CVE-2024-29170

Dell

Dell PowerScale OneFS versions 8.2.x through 9.8.0.x contain a use
of hard coded credentials vulnerability. An adjacent network
unauthenticated attacker could potentially exploit this
vulnerability, leading to information disclosure of network traffic
and denial of service.

2024-06-04

8.1

High

CVE-2024-28996

SolarWinds

The SolarWinds Platform was determined to be affected by a
SWaQL Injection Vulnerability. Attack complexity is high for this
vulnerability.

2024-06-04

8.1

High

CVE-2024-23667

Fortinet

An improper authorization in Fortinet FortiWwebManager version
7.2.0and 7.0.0 through 7.0.4 and 6.3.0 and 6.2.3 through 6.2.4
and 6.0.2 allows attacker to execute unauthorized code or
commands via HTTP requests or CLI.

2024-06-03

7.8

High

CVE-2024-23670

Fortinet

An improper authorization in Fortinet FortiWebManager version
7.2.0and 7.0.0 through 7.0.4 and 6.3.0 and 6.2.3 through 6.2.4
and 6.0.2 allows attacker to execute unauthorized code or
commands via HTTP requests or CLI.

2024-06-03

7.8

High

CVE-2023-32475

Dell

Dell BIOS contains a missing support for integrity check
vulnerability. An attacker with physical access to the system could
potentially bypass security mechanisms to run arbitrary code on
the system.

2024-06-07

7.6

High

CVE-2024-29975

Zyxel

The improper privilege management vulnerability in the SUID
executable binary in Zyxel NAS326 firmware versions before
V5.21(AAZF.17)C0 and NAS542 firmware versions before
V5.21(ABAG.14)CO could allow an authenticated local attacker
with administrator privileges to execute some system commands
as the “root” user on a vulnerable device

2024-06-04

6.7

Medium

CVE-2024-31493

Fortinet

An improper removal of sensitive information before storage or
transfer vulnerability [CWE-212] in FortiSOAR version 7.3.0,
version 7.2.2 and below, version 7.0.3 and below may allow an
authenticated low privileged user to read Connector passwords in
plain-text via HTTP responses.

2024-06-03

6.5

Medium

CVE-2024-29976

Zyxel

The improper privilege management vulnerability in the command
“show_allsessions” in Zyxel NAS326 firmware versions before
V5.21(AAZF.17)C0 and NAS542 firmware versions before
V5.21(ABAG.14)C0 could allow an authenticated attacker to obtain
a logged-in administrator’s session information containing cookies
on an affected device

2024-06-04

6.5

Medium

CVE-2024-5463

Synology

A vulnerability regarding buffer copy without checking the size of
input ('Classic Buffer Overflow') has been found in the login
component. This allows remote attackers to conduct denial-of-
service attacks via unspecified vectors. This attack only affects the
login service which will automatically restart. The following models
with Synology Camera Firmware versions before 1.1.1-0383 may
be affected: BC500 and TC500.

2024-06-04

6.5

Medium

CVE-2024-23664

Fortinet

A URL redirection to untrusted site ('open redirect') in Fortinet
FortiAuthenticator version 6.6.0, version 6.5.3 and below, version
6.4.9 and below may allow an attacker to to redirect users to an
arbitrary website via a crafted URL.

2024-06-03

6.1

Medium

CVE-2024-23665

Fortinet

Multiple improper authorization vulnerabilities [CWE-285] in
FortiWeb version 7.4.2 and below, version 7.2.7 and below,
version 7.0.10 and below, version 6.4.3 and below, version 6.3.23
and below may allow an authenticated attacker to perform
unauthorized ADOM operations via crafted requests.

2024-06-03

5.9

Medium

CVE-2024-23107

Fortinet

An exposure of sensitive information to an unauthorized actor
vulnerability [CWE-200] in FortiWeb version 7.4.0, version 7.2.4
and below, version 7.0.8 and below, 6.3 all versions may allow an
authenticated attacker to read password hashes of other
administrators via CLI commands.

2024-06-03

5.5

Medium

CVE-2024-20404

Cisco

A vulnerability in the web-based management interface of Cisco
Finesse could allow an unauthenticated, remote attacker to
conduct an SSRF attack on an affected system.

This vulnerability is due to insufficient validation of user-supplied
input for specific HTTP requests that are sent to an affected
system. An attacker could exploit this vulnerability by sending a
crafted HTTP request to the affected device. A successful exploit
could allow the attacker to obtain limited sensitive information for
services that are associated to the affected device.

2024-06-05

5.3

Medium

CVE-2024-31878

IBM

IBMi7.2,7.3,7.4,and 7.5 Service Tools Server (SST) is vulnerable
to SST user enumeration by a remote attacker. This vulnerability
can be used by a malicious actor to gather information about SST
users that can be targeted in further attacks. IBM X-Force ID:
287538.

2024-06-07

5.3

Medium

CVE-2024-22326

IBM

IBM System Storage DS8900F 89.22.19.0, 89.30.68.0, 89.32.40.0,
89.33.48.0, 89.40.83.0, and 89.40.93.0 could allow a remote user
to create an LDAP connection with a valid username and empty

2024-06-06

Medium
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password to establish an anonymous connection. IBM X-Force
ID: 279518.

A vulnerability in the web-based management interface of Cisco
Finesse could allow an unauthenticated, remote attacker to
conduct a stored XSS attack by exploiting an RFl vulnerability.

This vulnerability is due to insufficient validation of user-supplied
input for specific HTTP requests that are sent to an affected
device. An attacker could exploit this vulnerability by persuading a
user to click a crafted link. A successful exploit could allow the
attacker to execute arbitrary script code in the context of the
affected interface or access sensitive information on the affected
CVE-2024-20405 Cisco device. 2024-06-05 4.8 Medium
A client-side enforcement of server-side security in Fortinet
FortiPortal version 6.0.0 through 6.0.14 allows attacker to
CVE-2023-48789 Fortinet improper access control via crafted HTTP requests. 2024-06-03 4.3 Medium

Where NCA provides the vulnerability information as published by NIST's (& 3lg .NIST's NVD J16 o lopi 0i lasd wlil Juolei dugll 0245 duog
NVD. In addition, it is the entity’s or individual’'s responsibility to ensure the .Auwliall Bungill Gubi o 2501l aosls 3l gi agall allgguuo
implementation of appropriate recommendations.
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